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GENERAL TERMS AND CONDITIONS 

 

1. Contract Terms 
 

1.1 CMS agrees to provide to the Customer such of the Services as are specified in the SOA on the 

following terms and conditions ("the General Terms and Conditions). Any other terms and 

conditions contained in any other document are excluded unless their inclusion is expressly agreed in 

writing. 

 
1.2 In the event of any conflict between these General Terms and Conditions or any other document 

referred to as containing terms which relate to this contract, these General Terms and Conditions 

shall prevail. 

 
1.3 In these General Terms and Conditions unless the context otherwise requires, the following words or 

expressions have the following meanings:- 

 
"CMS" means CMS SupaTrak Limited; 

 
"Charges" means the charges to be paid by the Customer for the Services as specified in the SOA; 

 
"CMS Server" means the server and other computer hardware operated by CMS to provide the 

Services; 

 
"CMS Software" means the software and related documentation owned by or licensed to CMS and 

used in providing the Services; 

 
"Commencement Date" means the date specified as the commencement date in the SOA; 

 
"Confidential Information" means all business, technical, financial or other information created or 

exchanged between CMS and the Customer; 

 

"the Contract" means the contract for the supply of the Services on terms specified in the SOA and 

these General Terms and Conditions. 

 
"Customer" means the person, firm or company who agrees to take the Services (as specified in the 

SOA), is acknowledged by CMS on the SOA and who then signs and returns the SOA to CMS; 

 
"Force Majeure Event" shall have the meaning ascribed thereto in clause 9; 

 
“Minimum Period” means, in relation to the SupaTrak Mapping Software the period of either 60 or 

36 months as specified in the SOA beginning on the Commencement Date specified in the SOA; 

 

"Proprietary Software" means any third party software; 

 
"Service" and "Services" means the products and services the Customer has ordered from CMS as 

specified in the SOA; 

 
"SOA" means the Sales Order Acknowledgement or Sales Order Acknowledgements signed by the 

Customer; 

 
"Supported Hours" means between the hours of 9:00am to 17:30pm Monday to Friday excluding all 

UK bank and public holidays; 

 
“Vehicle Hardware” means the provision and installation by CMS of vehicle hardware required to 

deliver the Service. 

 

"Writing" includes facsimile transmission and electronic mail but not other forms of electronic 

communication. 



1.4 Words importing the masculine shall include the feminine and neuter and vice-versa and words 

importing persons shall include bodies corporate and unincorporated associations and partnerships. 

 
2. Duties 

 

2.1 CMS shall provide such Services as are requested by the Customer, specified by CMS in an SOA and 

which is signed and accepted by the Customer and returned to CMS, subject to the General Terms 

and which, together with the SOA, shall govern the Contract to the exclusion of any other terms 

subject to which any such order by the Customer is made or purported to be made. 

 
2.2 In addition to the obligations of CMS as otherwise specified in the Contract, the Customer shall be 

solely responsible for the following: 

 
2.2.1 the accuracy and content of any information provided by the Customer to CMS; and 

 
2.2.2 any information, programs and other information that the Customer receives as a result of 

the use of the Services, including without limitation the entire responsibility for any loss of 

data, programs, breach of security, viruses and disabling or harmful devices that the 

Customer may download or otherwise experience as a result of the Customer's use of the 

Services. 

 

2.3 The Customer agrees to use the Services in a manner consistent with any and all applicable laws and 

regulations. 

 
3. Service Levels and Refunds 

 

CMS will provide the service level as detailed below:- 

 
3.1 CMS will open its support desk to service any support telephone calls for Customers: 

 
3.1.1 during Supported Hours; and 

 
3.1.2 outside the Supported Hours for such problems as CMS is reasonably satisfied are of a 

business critical nature, being those which cause the business of the Customer to stop 

operating and will cause financial loss to the Customer's business. In the event that any such 

call is not business critical CMS shall be entitled to make an additional charge in accordance 

with its standard scale of charges for the time being in force for any support provided by 

CMS 

 

3.2 CMS will log all incoming telephone support calls and provide the Customer with a call log 

number. Customers can also log support calls themselves using the CMS Academy website. A 

telephone or email response will be given within 2 working hours and CMS will use its reasonable 

endeavours to resolve problems as soon as it is able. 

 
3.3 Subject to the provisions of the General Terms and Conditions, the CMS Server shall be available to 

provide the Services to the Customer 98% of the time on a 23/7/365 basis. For the avoidance of 

doubt CMS is unable to and does not guarantee service availability in respect of any part of the 

Services which require the use of any service (including but without limitation telecommunications 

and Internet service provider services) provided by any third party. 

 
3.4 CMS will track and calculate, on a monthly basis, any non-availability of the CMS Server as is 

required by clause 3.3 measuring periods of non-availability from the time CMS logs a call from the 

Customer notifying CMS of any such non-availability until the time the CMS Server is available. 

Periods of non-availability which are wholly or partly caused and whether directly by any Force 

Majeure Event or which is outside of the responsibility of CMS pursuant to the Contract are not 

included. 

 

3.5 If in any calendar month, the level of availability of the CMS Server (other than for reasons of a 

Force Majeure Event) falls below 98%, as outlined in clause 3.3 above (calculating periods of non 



availability in complete hours), the Customer will be entitled to a credit (calculated in accordance 

with the provisions of clause 3.6) against the monthly charge for the relevant period. 

 
3.6 For each whole percentage point by which the level of availability of the CMS Server in the month in 

question falls below the target level of 98% provided for in clause 3.3, CMS will provide a credit 

equivalent to 10% of the monthly charges due from the Customer in that month, subject to a 

maximum of 50% in any calendar month. Any credit entitlement will be refunded to the Customer by 

bank transfer. 

 

3.7 The Customer shall not be entitled to any credit nor to withhold payment nor to any other remedy in 

respect of non-availability of the CMS Server save as set out in this clause 3, and the remedy set out 

herein is provided to the entire exclusion of any remedy in contract or tort or otherwise howsoever. 

 
3.8 CMS may offer updates or modifications to the CMS Software and will notify the Customer of its 

proposed charges in respect thereof. 

 

3.9 From time to time it will be necessary for CMS to schedule maintenance (including but not limited to 

network maintenance, replacement of faulty components, or testing of the un-interruptible power 

supply) which may cause a disruption to the Service. CMS will use reasonable endeavours to 

provide a minimum of 72 hours’ notice before conducting such planned Service-affecting 

maintenance but does not guarantee it will always be able to do so. 

 

3.10 Where significant changes are planned by CMS, it will provide the customer with a minimum of 28 

days notice when it is reasonably practicable to do so. Emergency maintenance, updates, and other 

procedures will be scheduled by CMS on a case-by-case basis. 

 

3.11 Planned maintenance activity is not considered to be part of the scheduled service time and is 

excluded from any availability measures identified in this Service Level Agreement. 

 

3.12 The Vehicle Hardware is warranted for the life of the contract, unless specified otherwise in the section below. In the 

event that the Customer logs a support call within the warranty period which subsequently turns out to be a Vehicle 

Hardware fault, CMS at its cost will offer resolution within 10 working days. If the customer is not able to meet the 

agreed booking date/time then the booking will be re-scheduled for the next convenient opportunity within 15 

working days from date of initial report. 

 

3.12.1 EasyTrak hardware is supplied inclusive of a 24 month warranty with the exception of 

batteries, which are only guaranteed for 6 months.  If a product fails within this warranty 

period the product can be: 

 

• Repaired; 

• Replaced with a new product; 

• Replaced with an equivalent repaired product fulfilling the same 

functionality; 

• Replaced by an equivalent product with similar functionality if the 

production is discontinued. 

 

All warranty claims should be returned, in accordance with our returns process, to the address 

below: 

  

Castle Technologies (Stranraer) Ltd 

Unit 2 Burnbank 

Old Military Road 

Dunragit 

Stranraer 

Wigtownshire 

DG9 8PL 

 
 



4. Charges and Payment 
 

4.1 The Customer shall pay the Charges to CMS for the Services as specified in the SOA. 

 
4.2 Upfront Charges as specified in the SOA will be invoiced on installation and paid by the Customer 

30 days from invoice date. 

 
4.3 The Customer shall pay to CMS the amount of the monthly subscription Charges for the Services 

either: 

 

4.3.1 monthly in advance on the first working day of each month, commencing in the month 

following that in which the Commencement Date falls by bank direct debit, and the 

Customer shall complete and sign such direct debit forms as CMS may require from time 

to time, and CMS shall provide to the Customer, prior to the due date, an invoice 

therefore; 

4.3.2 annually in advance on the first working day of the annual term. The Customer will 

provide a purchase order and CMS shall invoice the Customer quoting the purchase order 

number. 

 

4.4 If the Customer fails to pay any of the Charges to CMS on the due date then, without limiting any 

other right or remedy available to CMS, CMS shall be entitled to: 

 
4.4.1 suspend performance of the Services and support provided for in clause 3; and 

4.4.2 charge the Customer interest (both before and after any judgment) on the amount unpaid at 

the rate of 2% per month from the date due until payment in full is made. 

 
4.5 The amount of Charges and all other sums payable by the Customer under the Contract are quoted 

exclusive of VAT, which shall be payable by the Customer at the then prevailing rate in addition to 

the amount of the Charges. 

 
4.6 Any query on the content of any invoice must be raised by the Customer in writing to CMS within 

seven days from the date of invoice. If no query is raised, the invoice shall be deemed to be accepted 

by the Customer. 

 
4.7 All payments by the Customer to CMS shall be made in the currency specified in the SOA. 

 
5. Term and Termination 

 

5.1 The provisions of the Contract shall come into effect on the Commencement Date and shall (subject 

to earlier termination pursuant to clauses 5.2) shall continue in force for the Minimum Period and 

thereafter shall continue unless and until terminated by either party giving to the other not less than 3 

months written notice to that effect such notice not to be served prior to the expiry of the Minimum 

Period. 

 
5.2 Either party may terminate the Contract with immediate effect by written notice to the other party on 

or at any time after the occurrence of any of the following events: 

 
5.2.1 the other party being in breach of an obligation under the Contract and, if the breach is 

capable of remedy, failing to remedy the breach within 28 days after receipt of a written 

notice of the breach and requiring its remedy; 

 
5.2.2 the other party (being a limited company) passing a resolution for winding-up, a Court of 

competent jurisdiction making an order for the other party's winding-up or the presentation 

of a petition for the other party's winding-up which is not dismissed within 7 days (other 

than, in each case, for the purposes of solvent amalgamation or reconstruction where the 

entity resulting from the amalgamation or reconstruction effectively agrees to be bound by 

or assume the other party's obligations under the Contract); 

 

5.2.3 the other party (being an individual) dies or becomes bankrupt; 

 



5.2.4 the making of an administration order in relation to the other or the appointment of a 

receiver or administrative receiver over or an encumbrancer taking possession of or selling 

an asset of the other party; or 

 
5.2.5 the other party making an arrangement or composition with its creditors generally or making 

an application to a Court of competent jurisdiction for protection from his creditors generally 

or seeking an out of court route into administration; 

 
5.3 In the event of termination by either party pursuant to clause 5.2, the Customer shall immediately pay 

to CMS the amount of all sums then due and payable or which have arisen and not yet payable and, 

in addition, the Customer shall, if the Minimum Period has not expired, continue to pay to CMS the 

amount of the Charges for the remainder of the Minimum Period. 

 

5.4 On the termination of the Contract CMS shall cease to be liable to provide the Services or support 

pursuant to clause 3. 

 

5.5 Any waiver by CMS of any breach by the Customer of the Contract or delay or forbearance in 

exercising CMS rights under the Contract will not prevent CMS from taking action against the 

Customer if the breach continues or if the Customer is in breach of contract again at a later date. 

 

5.6 Termination of the Contract for whatever reason shall not affect: 

5.6.1 the accrued rights and liabilities of the parties arising out of the Contract as at the date of 

termination and, in particular, but without limitation, the right to recover all charges from the 

Customer; or 

 
5.6.2 provisions expressed to survive termination of the Contract which shall remain in full force 

and effect. 

 
6. Intellectual Property Rights and Licences 

 

6.1 The Customer acknowledges that any and all of the copyrights, trade marks, trade names, patents and 

other intellectual property rights created, developed, subsisting or used in or in connection with any 

of the Services or any of the CMS Software and shall remain the sole property of CMS and in respect 

of the Proprietary Software are and shall remain the sole property of the licensors or suppliers to 

CMS. 

 

6.2 In the event that new inventions, designs or processes evolve in performance of or as a result of the 

performance of any of the Services, the Customer acknowledges that the same shall be the property 

of CMS. 

 
6.3 The Customer shall indemnify CMS fully against all liabilities, costs and expenses which CMS may 

incur as a result of any work done or services provided in accordance with the Customer's 

instructions which involves the infringement of any copyright, patent or other proprietary right 

(including, but not limited to, linking to third party websites and/or third party proprietary material). 

 

6.4 The Customer agrees that it will not itself or through any parent subsidiary, affiliate, agent or other 

third party: 

 

6.4.1 copy or (except as permitted by law) decompile or modify the CMS Software or Proprietary 

Software nor copy any user manuals or documentation supplied by CMS; 

 
6.4.2 sell, lease, licence or sub-licence the CMS Software or Proprietary Software or the 

documentation connected with any of it. 

 
6.5 The Customer shall allow all persons authorised by CMS to enter the Customer's premises at all 

reasonable times for any purpose arising from the Contract including but without limitation the 

Customer's compliance with the terms of it. The Customer shall provide a suitable and safe working 

environment for CMS' employees or anyone acting on CMS behalf. 

 



 

7. Liability 
 

7.1 The Customer acknowledges that CMS obligations and liabilities in respect of the Services are 

exhaustively defined in the Contract. The Customer agrees that the express obligations and service 

levels made by CMS in the Contract are in lieu of and to the exclusion of any other warranty, 

condition, term, undertaking or representation of any kind express or implied, statutory or otherwise, 

relating to anything supplied or the Services provided under or in connection with the Contract 

including (without limitation) as to the condition, quality, performance or fitness for purpose of any 

deliverables pursuant to the Services or any part of them. 

 

7.2 The following provisions set out CMS' entire liability (including any liability for the acts and 

omissions of its employees) to the Customer in respect of: 

 

7.2.1 any breach of its contractual obligations arising under the Contract; and 

 
7.2.2 any representation, statement or tortious act or omission including negligence (but excluding 

any of the same made fraudulently) arising under or in connection with the Contract. 

 
7.3 Any act or omission on the part of CMS falling within clause 7.2 above shall for the purposes of this 

clause 7 be known as an "Event of Default". 

7.4 CMS liability to the Customer for death or personal injury resulting from the negligence of CMS or 

of its employees, agents or sub-contractors shall not be limited. 

 

7.5 Subject to the limit set out in clause 7.6 below CMS shall accept liability to the Customer in respect 

of damage to the tangible property of the Customer resulting from the negligence of CMS or its 

employees. 

 

7.6 Subject to the provisions of clause 7.4 above CMS entire liability in respect of Event of Default 

pursuant to clause 7.5 above or otherwise shall be limited to damages of an amount equal to the 

aggregate of the annual Charges payable under the Contract. 

 

7.7 Subject to clause 7.4 above CMS shall not be liable to the Customer in respect of any Event of 

Default for any loss of production, loss of profits or anticipated profits, loss of contracts, operation 

time or anticipated savings, loss of business or of expected future business, damage to the Customer's 

reputation or goodwill, damages, costs or expenses payable by the Customer to any third party or for 

any indirect, special or consequential loss, even if such loss was reasonably foreseeable or CMS had 

been advised of the possibility of the Customer incurring the same. 

 

7.8 CMS shall not be liable to the Customer in respect of any Event of Default resulting in the 

unauthorised access to or alteration, theft or destruction of emails, files, programs, information or 

data of the Customer by any person through accident or by fraudulent means or devices. 

 
7.9 CMS will not be responsible to the Customer or to any other user if changes in any of CMS facilities, 

operations, procedures or the Services: 

 

7.9.1 render obsolete or necessitate modification or alteration to any of the Customer's equipment, 

software and communication lines, including any public lines required by the Customer 

properly to access the Services; 

 
7.9.2 otherwise affect performance. 

 
7.10 If a number of Events of Default give rise substantially to the same loss then they shall be regarded 

as giving rise to only one claim under the Contract. 

 

7.11 The Customer hereby agrees to afford CMS not less than 30 days in which to remedy any Event of 

Default hereunder. 

 

7.12 Nothing in this clause 7 shall confer any right or remedy upon the Customer to which it would not 

otherwise be legally entitled. 



 
7.13 The Customer shall be responsible for the consequences of any use of the Services or of the CMS 

Software or Proprietary Software. 

 
7.14 The Customer shall indemnify CMS in respect of any third party claim for any injury, loss, damage 

or expense occasioned by or arising directly or indirectly from the Customer's possession, operation, 

use, modification or supply to a third party of the results of any of the Services provided under or in 

connection with the Contract. 

 

7.15 The Customer acknowledges and agrees that the allocation of risk contained in this clause 7 is 

reflected in the Charges and is also a recognition of the fact that the CMS Software and Proprietary 

Software cannot be tested in every possible combination and therefore CMS does not warrant that the 

operation of such software will be uninterrupted or error free, and it is not within CMS control how 

and for what purpose such software is used by the Customer. 

 

 

8. Variation and Assignment 
 

8.1 CMS reserves the right, having given to the Customer not less than 2 weeks prior notice in writing, to 

make any changes to the specification of the Services or any part thereof to conform with any 

applicable statutory, regulatory or operational requirement but which do not materially affect the 

quality or performance of the Services. 

 
8.2 The Customer shall not assign, transfer or sub-contract the benefit and/or burden of the Contract or 

any of the Services without the prior written consent of CMS. 

 
8.3 CMS may assign, transfer or sub-contract the benefit and/or burden of the Contract or any of the 

Services. 

 
9. Force Majeure 

 

9.1 Neither CMS nor any of its employees, agents or sub-contractors shall be considered in breach of the 

Contract or under any liability whatsoever to the Customer for non-performance, part-performance, 

defective performance or delay in the performance of any of the Services supplied or to be supplied 

or any software supplied or to be supplied by CMS, its employees, agents or sub-contractors under 

the Contract which is directly or indirectly caused by or as a result of any circumstances or event (a 

"Force Majeure Event") beyond its reasonable control. Without prejudice to the generality of the 

foregoing, the following shall be regarded as such circumstances or event: 

 

9.1.1 Acts of God, explosion, flood, lightening, tempest, fog, bad weather, fire or accident. 

 
9.1.2 War, hostilities (whether war be declared or not), invasion, acts of foreign enemies. 

 
9.1.3 Riot, civil commotion or disorder. 

 
9.1.4 Theft or malicious damage. 

 
9.1.5 Acts, restrictions, regulations, bye-laws, refusals to grant any licences or permissions, 

prohibitions or measures of any kind on the part of any local or central government or other 

authority. 

 

9.1.6 Import or export regulations or embargoes. 

 
9.1.7 Strikes, lock-outs or other industrial action or trade disputes of whatever nature (whether 

involving employees of CMS or a third party). 

 
9.1.8 Failure of or problems with telecommunication lines. 

 
9.1.10 Defaults of internet service providers for any reason whatsoever. 

 



9.1.11 Incompleteness or inaccuracy of any technical information which it is the responsibility of 

the Customer to provide. 

 
9.1.12 Acts of terrorism. 

 
9.1.13 Any partial or complete failure or any inability to use any part of the building or equipment 

(including but without limitation its computers) of CMS. 

 

10. Confidentiality 
 

10.1 During the term of the Contract and for the period of 5 years after its termination or expiration for 

any reason the following obligations shall apply to a party disclosing Confidential Information ("the 

Disclosing Party") to the other party hereto ("the Receiving Party"): 

 
10.2 Subject to clause 10.3, the Receiving Party: 

10.2.1 may not use any Confidential Information for any purpose other than the performance of its 

obligations under the Contract; 

 

10.2.2 may not disclose any Confidential Information to any person except with the prior written 

consent of the Disclosing Party; and 

 
10.2.3 shall make every effort to prevent the use or disclosure of the Confidential Information. 

 
10.3 The obligations of confidence referred to in this clause 10 shall not apply to any Confidential 

Information which: 

 

10.3.1 is in the possession of and is at the free disposal of the Receiving Party or is published or is 

otherwise in the public domain prior to its receipt by the Receiving Party; 

 

10.3.2 is or becomes publicly available on a non-confidential basis through no fault of the 

Receiving Party; 

 

10.3.3 is required to be disclosed by any applicable law or regulation; 

 
10.3.4 is received in good faith by the Receiving Party from a third party who, on reasonable 

enquiry by the Receiving Party claims to have no obligations of confidence to the other party 

to this agreement in respect of information and who imposes no obligations of confidence 

upon the Receiving Party. 

 

10.4 The obligations of the parties under all provisions of this clause shall survive the expiry or the 

termination of the Contract for whatever reason. 

 

10.5 CMS reserves the right to retain copies of all data and other information entering into its computer or 

other systems as it may in its discretion consider necessary from time to time for the purpose of 

providing the Services, in line with the Data Protection Act. 

 

11. General 
 

11.1 Any notice required or permitted to be given by either party to the other under the Contract shall be 

in writing addressed to that other party at its address given in the SOA or such other address as may 

at the relevant time have been notified under this provision to the party giving the notice. 

 
11.2 If any provision of the Contract is held by any competent authority to be invalid or unenforceable in 

whole or in part the validity of the other provisions of the Contract and the remainder of the 

provisions in question shall be unaffected. 

 

11.3 The Contract embodies and sets out the entire agreement and understanding of the Customer and 

CMS and supersedes all prior, oral or written agreements, understandings or arrangements relating to 

the subject matter of the Contract. Neither party shall be entitled to rely on any agreement, 

understanding or arrangement not expressly set out in the Contract. Nothing in this sub-clause shall, 



however, operate to limit or exclude any liability for fraud. 

 

11.4 The Contract may be varied only by a document signed by both CMS and the Customer. 

 
11.5 The Contract shall be governed by the laws of England and both the Customer and CMS submit to 

the non-exclusive jurisdiction of the English Courts. 

 

11.6 Nothing in the Contract and no action taken by either of the parties pursuant to the Contract shall 

constitute or be deemed to constitute the parties, a partnership, association, joint venture, the agents 

of each other or any other co-operative entity. 

11.7 The Contracts (Rights of Third Parties) Act 1999 shall not apply to the Contract and no person other 

than the Customer and CMS shall have any rights under it nor shall it be enforceable under that Act 

by any person other than the Customer and CMS. 



ANNEX A 

GDPR Data Collection and Protection – Annex A to Master Agreement 

 
1. “Customer Personal Data” shall mean personal data supplied to CMS by or on behalf of the 

Customer and which is processed by CMS in connection with Services; 

“Data Privacy Laws” shall mean the following as amended, extended or re-enacted from time to time. 

(i) EC Directive 1995/46/EC on the protection of individuals with regard to the 

processing of personal data and on the free movement of such data; 

(ii) EC Directive 2002/58/EC on Privacy and Electronic Communications; 

(iii) EC Regulation 2016/679 (the “GDPR”) on the protection of natural persons with 

regard to the processing of personal data and on the free movement of such data (when in 

force); 

(iv) all local laws or regulations implementing or supplementing the EU legislation 

mentioned in (i)- 

(iii) above; 

(v) all codes of practice and guidance issued by national regulators relating to the laws, 

regulations and EU legislation mentioned in (i)–(iv) above. 

“Data Controller” shall have the same meaning as defined in Data Privacy Laws; 

“Data Processor” shall have the same meaning as defined in Data Privacy Laws; 

“Data Subject” shall have the same meaning as defined in Data Privacy Laws; 

“Losses” means losses, damages, liabilities, claims, demands, actions, penalties, fines, awards, costs 

and expenses (including reasonable legal and other professional expenses); 

“Processing” shall have the same meaning as defined in Data Privacy Laws; 

“Personal Data” shall have the same meaning as defined in Data Privacy Laws; 

“Processing Records” shall have the meaning set out in clause 1.4(h)(i); 

 

 
1. Data Protection 

1.1 Control of conflicts 

In the event that this clause 1 conflicts with any other provision of the Master Services 

Agreement which this document updates, the provisions of this clause 1 shall prevail to the extent 

of such conflict. 

1.2 Appointment of CMS as the Customer’s Data Processor 

 
(a) The parties confirm that where Services comprise of CMS’s processing of Customer 

Personal Data, CMS shall be the Data Processor and the Customer shall be the Data 

Controller with respect to such processing. 

 
(b) If, as a consequence of CMS’s provision of Services, a party considers that the 

relationship between them no longer corresponds to the intention of the parties stated in 

clause 1.2(a) above then it shall notify the other party and the parties shall discuss and 

agree in good faith such steps that may be required to confirm the parties’ intention. 



1.3 General obligations of the parties 

 
(a) Without prejudice to the remaining provisions of this clause 1, each party shall comply 

with the obligations imposed on it by applicable Data Privacy Laws with regard to 

Customer Personal Data processed by it in connection with Services, including, where 

applicable, appointing a data protection officer. 

 
(b) Each party shall ensure that where Services require the processing of Customer 

Personal Data, the description of Services includes the following information: 

 
(i) The subject matter and duration of such Services; 

 
(ii) The nature and purpose of the processing of the Customer Personal Data 

required by such Services; 

 
(iii) A description of the type(s) of Customer Personal Data processed in 

connection with such Services; and 

 
(iv) A description of the categories of the data subjects comprised within the 

Customer Personal Data referred to in this clause. 

 
1.4 Obligations of CMS 

 
(a) CMS shall process the Customer Personal Data strictly in accordance with the 

documented instructions of the Customer including transfers of Customer Personal 

Data outside the EEA; 

 
(b) CMS shall ensure that any persons authorised by it to process the Customer 

Personal Data are subject to an obligation of confidentiality; 

 
(c) CMS shall implement appropriate technical and organisational measures to ensure that 

the Customer Personal Data is subject to a level of security appropriate to the risks 

arising from its processing by CMS, taking into account the factors stated in Article 32 

of the GDPR master document; 

 

(d) CMS shall notify the Customer without undue delay of a personal data breach after 

becoming aware of it; 

 
(e) Taking into account the nature of the processing, CMS shall assist the Customer by 

using appropriate technical and organisational measures, insofar as this is possible, for 

the fulfilment of the Customer’s obligation to respond to requests for exercising a data 

subject's rights under the GDPR; 

 

(f) Taking into account the nature of the processing and the information available to 

CMS, CMS shall assist the Customer with regard to the Customer’s compliance 

with its obligations under the following Articles of the GDPR: 



(i) Article 32 (Security of processing); 

 
(ii) Articles 33 and 34 (Notification and communication of a personal data 

breach); 

 
(iii) Article 35 (Data protection impact assessment); and 

 
(iv) Article 36 (Prior consultation by the Customer with the supervisory authority) 

 
(g) Upon termination of Services that required the processing of Customer Personal Data 

(in whole or in part) CMS shall, at the election of the Customer, deliver up or destroy 

such Customer Personal Data which is in the possession of, or under the control of, 

CMS; 

 

(h) CMS shall, at the request of the Customer, provide the Customer with all 

information necessary to demonstrate CMS’s compliance with its obligations 

under this clause 1.4, including allowing for and contributing to audits and 

inspections conducted by or on behalf of the Customer; 

 
(i) CMS shall maintain written records of its processing of the Customer Personal 

Data (the “Processing Records”) as follows: 

(i) the name and contact details of: 

 
(1) CMS and its sub-processors; 

 
(2) the Customer; 

 
(3) where applicable, the representatives of the Customer, CMS and its 

sub-processors, and CMS’s data protection officer; 

 
(ii) the categories of processing of the Customer Personal Data carried out on 

behalf of the Customer; 

 
(iii) transfers of the Customer Personal Data to a third country or an international 

organisation, including the identification of that third country or 

international organisation and, where applicable, details of the suitable 

safeguards in place; and 

 

(iv) where possible, a general description of the technical and organisational 

security measures taken by CMS, its sub-processors and the Customer. 

 
(j) CMS and its sub processors and, where applicable, their representatives, shall 

make the Processing Records available to a supervisory authority on request. 



 

1.5 Costs of assistance 

 
Where, by operation of clause 1.4 CMS is obliged to provide assistance to the 

Customer, or to third parties at the request of the Customer (including submission to 

an audit or inspection and/or the provision of information), such assistance shall be 

provided at the sole cost and expense of the Customer, save where such assistance 

directly arises from CMS’s breach of its obligations under this Agreement, in which 

event the costs of such assistance shall be borne by CMS. 

 
1.6 CMS’s appointment of sub-processors 

 
(a) Notwithstanding any other provision of this Agreement, CMS shall be 

entitled to sub-contract any part of Services requiring the processing of 

Customer Personal Data, subject to the following conditions: 

 
(i) CMS shall notify the Customer in writing of its intention to 

engage such sub-contractor. Such notice shall give details of the 

identity of such sub- contractor and the services to be supplied by 

it; 

 

(ii) The Customer shall be deemed to have approved the engagement of 

the sub-contractor if it has not served a notice in writing on CMS 

objecting to such appointment within 7 days of the date that the 

notice is deemed to be received by the Customer in accordance with 

clause 14. 
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